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Agenda

Recent developments

+

Future developments

Your benefit
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CODESYS Automation Server

File management

Requirements:

» Remote management of files on PLCs

» Usage of custom files supplementing
applications

CODESYS Group | We software Automation.
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= File Management / PLC Files

= pLCs PLC Details / PLC Files for 'Power station AK7' (7]
Installed PLC
2=z Applications g Power station Ak7 7 Location c VO % i}
BB File Management A (0) Name 4 Size Last Modified
O B cert 9/6/2024, 11:14:33 AM GMT+2
PLC Files
D - OPCUAServer 9/6/2024, 11:14:33 AM GMT+2
Ow Licenses v O Il PicLogic 9/21/2024, 8:17:17 PM GMT+2
B Template v O B 3S.dat 329 bytes 9/21/2024, 8:13:33 PM GMT+2
Tickets v O B cobpEsys Control Win V3 - x64.log 4.62 KB (4,728 bytes) 9/14/2024, 12:24:13 AM GMT+2
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O B riclog.csv 285.75 KB (292,604 bytes) 9/14/2024, 12:24:13 AM GMT+2
O B sysFileMap.cfg 1.33 KB (1,362 bytes) 9/21/2024, 8:17:17 PM GMT+2
|:| B targetvisuextern.cfg 717 bytes 7/29/2024, 6:09:02 PM GMT+2
|:| B targetvisuextern.Standard.cfg 98 bytes 7/29/2024, 6:09:02 PM GMT+2
|:| B targetvisuexternoverlay.Standard.cfg 257 bytes 7/29/2024, 6:09:02 PM GMT+2
a - Items per page 100 = 1-110f 11
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Size

329 bytes

4.62 KB (4,728 bytes)

7.56 KB (7,746 bytes)

285.75 KB (292,604 bytes)

1.33 KB (1,362 bytes)

717 bytes

98 bytes

257 bytes

Last Modified

9/6/2024, 11:14:33 AM GMT+2
9/6/2024, 11:14:33 AM GMT+2
9/21/2024, 81717 PM GMT+2
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Create Directory

Directory name*

Recipeg|

Create New Directory ¥ Close




Transfer to PLC

Do you really want to transfer the following files o the path 'Custom Folder’ on the PLC?

Name Size J

Recs.db 21.65 MB

OpsManual.pdf 160.85 KB

Files1.png 107.71 KB

Files2.png

R1PredefValues.txtrecipe

TransfertoPLC €3 Cancel X Close




Transfer from PLC

Your file transfer is being prepared.

$Scdrive$/Custom Folder/Logs.pdf 93.46 KB / 160.85 KB

Scdrive$/Custom Folder/Layout.png ——————————— 93.46 KB/ 107.71 KB

Scdrive$/Custom Folder/Values.db 93.46 KB / 21.65 MB

Scdrive$/Custom Folder/R2_Predefvalues.ixtrecipe File transfer finished.
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Size

107.71 KB (110,297 bytes)

160.85 KB (164,714 bytes)

6.33 KB (6,480 bytes)
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8/22/2024, 5:52:46 PM GMT+2

a - Itemns per page 100 - ‘ 1-40f4

@

CODESYS Group | We sofiware Automation.



CODESYS Automation Server

File management

Solution: 3

= Extensive file management possibilities

= Development in three stages a
) File transfer to PLCs

Il) Deployment of additional files & central
file management
Ill) Backup & restore of files

v" Access to the PLCs’ file system via browser —
no CODESYS Development System needed

v' Control of recipe management from the
browser

v' Enhanced capabilities through support of
user-defined files on PLCs

CODESYS Group | We software Automation.



CODESYS Automation Server

Renew expired Edge Gateway certificates

Requirements:

= Shelf life of Edge Gateways
> 6 months

= Renew expired Edge
Gateway certificates

CODESYS Group | We software Automation.



CODESYS Automation Server

Connection logs for 'Edge’

H

Message Timestamp Edge Certificate Thumbprint
Edge gateway connected successfully. 4/8/2024, 10:07:53 AM GMT+2 C054D035248F2(na o e | e w ce—

k
Edge connected with expired certificate. Only renewal of certificate is allowed. 4/8/2024, 10:07:23 AM GMT+2 E408D1D95D76 1=l ol B B mwn ol vl swem™ "ol

The edge certificate is configured in the Automation Server but expired. 4/8/2024, 10:06:52 AM GMT+2 E40801D93D76 lefan: B e s i as mes = Tun
The edge certificate is configured in the Automation Server but expired. 4/8/2024, 10:06:22 AM GMT+2 E408D1D99D76 i famy B @ oomm -Bmm mms = (mE
The edge cerlificate is configuredi AllOW Temporary Connection S 76 e il Bl

Do you really want to allow an edge with expired certificate to connect temporarily, so it

The edge certificate is configured | Can renew its certificate? G076t e me e Eww e
This operation may take a few minutes

The edge certificate is configured i cerifcale thumbprint: E408070D99D ! GOV 6 e —— - -
The edge certificate is configured i D76 e W W N N R
The edge certificate is configured in the Autom. o. - Server but expired. 4/8/2024, 10:03:52 AM GMT+2 E40B01D99D7 6w mmms mo mmmmmn (@ w s -
£ - Memsperpage | 25 1-250f 30 p 51
C Refresh Allow Temporary Connection X Close
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CODESYS Automation Server

Renew expired Edge Gateway certificates

Solution:

Temporary, functionally
restricted connection, only for
renewing the certificate

v Full functionality with new
certificate

v “Old” Edge Gateways still
usable

CODESYS Group | We software Automation.



CODESYS Automation Server

UX improvements

= “New features” tile on start page

CODESYS Group | We software Automation.
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‘f" New Feature: File Management @

Use the Automation Server to easily exchange files between PLCs and
clients.

It is now possible to exchange one or more files between devices
directly via the browser of your host device. When transferring multiple
files from a PLC to a host, they are automatically packed as a zip
archive. Needless to say, you can also create new folders or delete files
as required.

A special highlight: You can even enter file paths as free text and thus
have the option of using $placeholders$.

« Each page and each dialog is marked with a 0 symbol that takes
you directly to the appropriate place in the documentation.

« Detailed documentation on the CODESYS Autormnation Server.

« Directly ask questions to the CODESYS community in CODESYS Talk.

+ Information on changing passwords.

8 2019 - 2024 CODESYS Development GmbH | A member of the CODESYS Group

O3l My PLCs, Projects, and more

Advanced Features

With the CODESYS Automation Server, you manage your PLC
landscapes together with the associated projects and applications. The
following steps form the basis for this:

—

. Connect Edge Gateways to the CODESYS Automation Server

2. Connect PLCs to the CODESYS Automation Server
o To the network scan: Scan for PLCs
o To the list view: Overview over connected PLCs

3. Upload projects and boot applications
o To the project list: Overview of all connected projects and boot
applications

4. Load applications on PLCs
o To the project list: Applications of a project

Once PLCs are connected to the CODESYS Automation Server and
applications are deployed, numerous other CODESYS Automation Server
functions are available to you.

— Advanced Features

N4 My PLC Data

With the Data Analyzer of the CODESYS Automation Server you can
quickly and easily create comprehensive dashboards to display your

PLC data.
Core features:

« Simply drag & drop variables onto dashboards
+ Write variables

« Record and export data

« Analyze data

« Link variables between several PLCs

How to get started

Click here to go directly to your Data Analyzer

CODESYS Group | We sofiware Automation.



CODESYS Automation Server

UX improvements

‘ = “New features” tile on start page ‘

= Additional warning when

changing applications

‘ = Display of the current user role ‘

‘ = Accelerated addition of PLCs ‘ L S

= Default application status changed

to “stop” after application reset

CODESYS Group | We software Automation.




CODESYS Automation Server

Upcoming feature: certificate management

Requirements:

= Overview of all existing certificates

= Easier handling of certificates

= Notifications before certificates expire

0
)

CODESYS Group | We software Automation.
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(0)
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schiess-developer-vm
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9/4/2024, 10:09:21 AM GMT+2

9/4/2024, 10:09:21 AM GMT+2
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9/4/2024, 10:09:21 AM GMT+2

9/4/2024, 10:09:21 AM GMT+2

9/4/2024, 10:09:21 AM GMT+2
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9/4/2024, 10:09:21 AM GMT+2

Trust level -

Expires before

MM/DD/SYYYY, hh:mm AM/PM

Thumbprint

4F912698D8934CD9DB2EF79EEBABB93F0A9DT 1FE

3DB9CBO26FFFC3E7T9E1CD21D9A71431FBFABTA9E

A13F7C2549D76DDBFOET44CC91C71374EEBADARS

AD7E1C28B064EF8F6003402014C3D0OE3370EBS8A

C9D6ACCSF46A0CEN021CB82785FAD6DFESEF28BF

4F912698D8934CD9DB2EF7IEEB4BB93F0AIDT1FE
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F1C89C51C9218DE411039CFC1982C4FCD13EBEC3

AD7E1C28B064EF8F6003402014C3D0OE3370EBS8A

C9D6ACCSF46A0CEN021CB82785FAD6DFESEF28BF

GMT+2 (5]

Valid Until

8/7/2025, 12:21:45 PM GMT+2

7/30/2027, 9:26:21 AM GMT+2

7/30/2027, 9:26:26 AM GMT+2

6/29/2034, 7:39:16 PM GMT+2

8/7/2025, 12:21:30 PM GMT+2

8/7/2025, 12:21:45 PM GMT+2

6/29/2034, 7:39:16 PM GMT+2

4/11/2027, 11:32:43 AM GMT+2

7/30/2027, 9:26:45 AM GMT+2

6/29/2034, 7:39:16 PM GMT+2

8/7/2025, 12:21:30 PM GMT+2
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= Security / Device Certificates

3= PLCs v (7]
T o ~ PlCs | EdgeG Q_ Search Trust level - Expires before GMT+2 E
MM/DD/YYYY, hh:mm AM/PM
B File Management -
Filter PLCs Encoding for transfer
SCHIESSMANE - C * ©) der - ¥ &3 [
~
Transfer Certificate from Device
= (6) Device Name Last Refresh Thumbprint Valid Until Use Cases Trust Level Actions
o SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 4F912698D8934CDIDB2EF79EEBABBI3F0AID11FE 8/7/2025, 12:21:45 PM GMT+2 Trusted ¥ ]
e <
O= Licenses v SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 AD7E1C28B064EFBF6003402014C3D0E3370EBS8A 6/29/2034, 7:39:16 PM GMT+2 Trusted LA I |
B Template . SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 2ED84B9I3AEEES5D717C3326A1432F6250F20D5B0 4/11/2027, 11:32:43 AM GMT+2 Web Server, Encrypted Communication own ¥ 0O [ ]
Tickets v N =
SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 F1C89C51C9218DE411039CFC1982CAFCD13EBEC3 7/30/2027, 9:26:45 AM GMT+2 Encrypted Application own ¥} 0O =3 8§
v SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 AD7E1C28B064EF8F6003402014C3D0E3370EBS8A 6/29/2034, 7:39:16 PM GMT+2 Quarantine ¥ [}
M
v SCHIESSMANB 9/4/2024, 10:09:21 AM GMT+2 C9D6ACC5F46A0CEN021CB82785FA06DFESEF28BF 8/7/2025, 12:21:30 PM GMT+2 Quarantine ¥ [}
M
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CODESYS Automation Server

Upcoming feature: certificate management

Solution:

= Overview of existing certificates and important details

Central location for common actions with certificates

Wide range of search and filter possibilities

Browser-based certificate management

Multi-edit possibilities for certificates and devices

0
X0’

v’ Certificates of all devices always in view
v' Automatic notification before certificate expiration

v Clear handling and workflow

CODESYS Group | We software Automation.



CODESYS Automation Server

Upcoming feature: encrypted communication

Requirements:
= Encryption of all connections
= End-to-end encrypted connection

= Easy establishment of encrypted communication

CODESYS Group | We software Automation.




CODESYS Automation Server

Gateway
FactoryEdgeGateway (myautomationserver

Automation Server Tenant: revice Name:
myautomationsenser JECKERMAMEB

Automation Server Cluster:
eu.automatio com

Gateway ID:
317

Mame on Server: Target Type:
FactoryEdgeGateway 4096

TargetVendor:
35 - Smart Software Solutions GmbH

CODESYS Group | We software Automation.



CODESYS Automation Server
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CODESYS Automation Server
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Encryption via
CODESYS Automation Server
as man-in-the-middle

CODESYS Group | We software Automation.




CODESYS Automation Server

a
3

End-to-end encryption from
CODESYS Development System
to PLC

CODESYS Group | We software Automation.




Upcoming feature: encrypted communication

Solution:

Fully encrypted connection — end-to-end or via
CODESYS Automation Server

Simple workflow thanks to quick setup

Mandatory encryption possible for all PLCs
connected with a specific Edge Gateway

Options for connection testing

Bulk operations

CODESYS Automation Server

CODESYS Group | We software Automation.




Automation Server

Enjoy the new features!

www.automation-server.com

&3 YouTube Linked ]
clips.codesys.com CODESYS Group

CODESYSPis a registered trademark. Technical specifications are subject to change.
Errors and omissions excepted. No reproduction or distribution, in whole or in part, without prior permission.
Note: Not all CODESYS features are available in all territories. For more information on geographic restrictions, please contact sales@codesys.com.
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